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Compliance through operational resilience - made clear for

network teams.

The IP Fabric Automated Network Assur-
ance Platform helps provide the controls
and the evidence needed for resilient digital
operations and therefore, regulatory com-
pliance, including the EU's Digital Opera-
tional Resilience Act (DORA).

Translating hefty compliance regulations
into practical steps for your IT network
teams is no easy feat. With the enforce-
ment of the DORA - taking effect on 17
January 2025 - it's time to act.

This document is intended to help you take
steps today to assure that you (1) are
compliant with critical controls outlined in
DORA and (2) can produce necessary
evidence for internal and external parties.

DORA has five pillars;

= |CT-risk management,

= reporting,

= testing,

- managing third-party risk, and
= information sharing.

10 DORA controls satisfied by IP Fabric to ensure operational

resilience in your IT network

We've mapped, directly from the DORA text,
ten necessary DORA controls that you can
implement in your network today. With
DORA's emphasis on proving resilience
through surfacing and sharing actionable
network insights, these 10 controls can be
used as 10 steps to take that will help make
your network more resilient and ensure

Prevent

* Implement Strong & Detect

Access Control
* Regularly Update
and Patch Systems
- Effectively Monitor
Network Traffic

Respond

& Recover

Identify
& Assess

you have the proof of compliance you need
when auditors arrive. We've grouped the
recommendations into three areas repre-
sented in IP Fabric's DORA-safe triad below.
IP Fabric's Automated Network Assurance
Platform has all of the capabilities needed
for these ten requirements.

+ Develop and Test Incident
Response Plans

+ Implement Redundancy and
Failover System

+ Report on Network Activities
With an Accurate Historical View

- Maintain Accurate Network Diagrams

- Identify and Inventory Network Assets

+ Understand Information Flows

- Continuously Perform Security
Assessments and Audits

AUTOMATED NETWORK ASSURANCE PLATFORM



1. Maintain Accurate Net-

work Diagrams (Article 8.4,
Article 8.5)

Requirement: Keep up-to-date
diagrams of the network's architecture,
including all devices, connections, and
configurations.

IP Fabric Provides:

+ Automated Network Mapping: IP
Fabric automatically generates
detailed network maps, providing
real-time visibility of all network devic-
es and connections.

Critical Infrastructure Mapping: Helps
assess network functions and services
to evaluate criticality, ensuring situa-
tional awareness.

Risk Analysis: By keeping diagrams
current, IP Fabric aids in identifying
potential vulnerabilities and third-party
borders, supporting risk assessments.

2. Identify and Inventory

Network Assets (Article 8.1,
Article 8.4)

Requirement: Maintain an inventory of
all network assets, including hardware
and software components.

IP Fabric Provides:

+ Automated Asset Discovery: Automati-
cally discovers and inventories all
network components, eliminating
manual errors.

Up-to-Date Asset Lists: Ensures that
asset information is always current,
aiding in accurate management and
protection.

3. Understand Information
Flows (Article 9.2, Article 11.5)

Requirement: Model data flows to
identify critical paths and ensure security
controls are in place.

IP Fabric Provides:
End-to-End Path Analysis: Models data
flows through the network to identify
and secure critical data paths.

Security Control Validation: Ensures
that necessary controls protect data
integrity and confidentiality, integrating
seamlessly into operational processes
like incident response.

4. Continuously Perform
Security Assessments and
Audits (Article 25)

Requirement: Conduct regular security
assessments to identify vulnerabilities.

IP Fabric Provides:

+ Automated Security Scans: Performs
continuous vulnerability scans and
audits, identifying security weaknesses
with precision.

Increased Frequency and Accuracy:
Automation allows for more frequent
and accurate assessments, ensuring
timely remediation.

5. Implement Strong Access
Control (Article 9.2, Article 9.4)

Requirement: Ensure only authorized
access to network resources using RBAC
and the principle of least privilege.

IP Fabric Provides:

+Access Policy Validation: Tests and
validates access policies, ensuring
compliance with network segmenta-
tion and access control protocols.

Segmentation Analysis: Validates the
enforcement of network segmentation
policies to minimize exposure risks.

6. Regularly Update and
Patch Systems (Article 9)

Requirement: Keep systems up-to-date
to protect against vulnerabilities.

IP Fabric Provides:

* Patch Management Oversight:
Tracks & validates the deployment of
patches & updates across the network.

* Configuration Standard Compliance:
Ensures policies, including hardening
and encryption standards, are correct-
ly implemented & enforced.



7. Effectively Monitor Net-
work Traffic (Article 9.1)

Requirement: Observe network traffic
for anomalies and potential threats.

IP Fabric Provides:

+ Comprehensive Traffic Monitoring:
Provides continuous traffic monitoring
to detect unusual activities.

IDS/IPS Integration: Supports integra-
tion with intrusion detection and
prevention systems to mitigate poten-
tial threats

8. Develop & Test Incident
Response Plans (Article 11.2-b)

Requirement: Define and regularly test
incident response plans.

IP Fabric Provides:
Incident Response Automation:
Embeds network intelligence into
incident response plans and service
tickets.

Regular Testing and Updates: Facili-
tates regular testing and updates to
ensure the effectiveness of response
strategies.

What to include in your

9. Implement Redundancy

and Failover System
(Article 11.4, Article 12)

Requirement: Ensure network resilience
through redundancy in critical compo-
nents.

IP Fabric Provides:

+ Redundancy Planning: Assists in
designing redundant architectures
and validating backup systems.

Failover Testing: Ensures networks can
function as expected during business
continuity and disaster recovery plans.

10. Report on Network
Activities with an Accurate
Historical View (Article 19)

Requirement: Document and maintain
a historical view of network activities for
troubleshooting and reporting.

IP Fabric Provides:

-+ Historical Data Access: Provides
automated documentation of network
changes over time, enabling retroac-
tive analysis.

Comprehensive Reporting: Ensures
up-to-date understanding of network
activities, enhancing transparency and
accountability.

DORA compliance reports

If the above network controls are successfully implemented, you should have the infor-
mation you need to prove DORA compliance. We've clarified the outputs you'd want to
include, to prove that your controls are effective, and they boil down to the following

three buckets of evidence:






Mock DORA Compliance
Report Output Example

Produced by IP Fabric 16.05.2024 9:05
IP Fabric URL https://demo2.eu.ipfabric.io

Snapshot ID 40e3426f-877e-46ee-a48d-18868b51262d

Applications

Endpoint Protocol Destination Port  URL Comments
Internal-app 172.16.12.60/31 172.16.31.60 TCP 443 https://app.internal/ Internal app for use by users inside network
External-app 172.16.21.0/24  172.16.32.60 TCP 443 httpsi/fapp.external.com/ External-facing app for use by users coming in over VPN

Checks

Border Unmanaged neighbors present

Hardware EOL Self explanatory - no longer supported by vendor

AAA Authentication intent check

pd

TP Time protocol intent check

SNMP Monitoring protocol intent check

Management Access Method of access to device

CVEs Cross-reference vendor, platform, OS version w/ NIST CVE database

Backups Configuration backups stored



Network Inventory
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Internal - App
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Us 4C3BCDA7192.168.1 arista
Us D59DF011 192.168.1 arista
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External - App
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HQ Office Boston

98 North Washington St.

Suite 407
Boston, MA 02114
United States

+1617-821-3639
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1 Paternoster Square,
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England EC4M 7DX

+420 720 022 997

IP Fabric s.r.o.
Katerinska 466/40
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12000

Czech Republic

+420 720 022 997

ipfabric.io






