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05. Validate Security Posture 
is Effective as Expected 
Whether you’ve implemented network segmentation or micro-segmentation or have 
specific firewall policies to ensure zero trust, with IP Fabric, you can validate that this 
implementation is operating as expected with every network snapshot, giving you daily 
peace of mind regarding your security posture. Identify potential threats by understanding 
devices connected and configured at your network edge and highlight issues with 
third-party connectivity or remote access.

Firewall Policy Implementation as Visualized in IP Fabric
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How else does this apply to NIST2.0?

Asset Management 
(ID.AM)

ID.AM-01: Physical 
devices and systems 
within the organization 
are inventoried.

ID.AM-02: Software 
platforms and 
applications within 
the organization are 
inventoried. 

ID.AM-05: Resources 
(e.g., hardware, 
devices, data, and 
software) are 
prioritized based on 
their classification, 
criticality, and 
business value.

Risk Assessment 
(ID.RA)

ID.RA-01: Asset 
vulnerabilities are 
identified and 
documented.

ID.RA-02: Cyber 
threat intelligence is 
received from 
information-sharing 
forums and sources. 

ID.RA-03: Threats, 
both internal and 
external, are identi-
fied and docu-
mented.

ID.RA-05: Threats, 
vulnerabilities, 
likelihoods, and 
impacts are used to 
determine risk.

Identify (ID) Protect (PR) Respond (RS)Detect (DE)

Access Control 
(PR.AC)

PR.AC-01: Identities 
and credentials are 
managed for autho-
rized devices and 
users.

PR.AC-03: Remote 
access is managed. 

PR.AC-04: Access 
permissions and 
authorizations are 
managed, incorpo-
rating the principles 
of least privilege 
and separation of 
duties.

Access Control 
(PR.AC)

PR.IP-01: A baseline 
configuration of 
information techno-
logy/industrial 
control systems is 
created and main-
tained.

PR.IP-03: Configura-
tion change control 
processes are in 
place.

Security Continuous 
Monitoring (DE.CM)

DE.CM-01: The 
network is moni-
tored to detect 
potential cybersecu-
rity events.

DE.CM-07: Monito-
ring for unautho-
rized personnel, 
connections, 
devices, and 
software is perfor-
med. 

ID.AM-08: Vulnera-
bility scans are 
performed.

Mitigation (RS.MI)

RS.MI-01: Incidents 
are contained.

RS.MI-02: Incidents 
are mitigated. 

RS.MI-03: Newly 
identified vulnerabi-
lities are mitigated 
or documented as 
accepted risks.
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This fulfils implementation examples across the Identify, 
Detect, and Respond functions: 

Ex1: 
Monitor DNS, BGP, and other network 
services and protocols for adverse events

Ex2: 
Monitor wired and wireless networks for 
connections from unauthorized endpoints

Ex3: 
Monitor facilities for unauthorized or 
rogue wireless networks

Ex4: 
Compare actual network flows against 
baselines to detect deviations

Ex5: 
Monitor network communications to identify 
changes in security postures for zero trust 
purposes

Continuous Monitoring (DE.CM-06):
Ex2: 
Monitor activity from cloud-based services, internet service providers, and other 
service providers for deviations from expected behavior.

Asset Management
(ID.AM)

ID.AM-03: Representations 
of the organization’s autho-
rized network communica-
tion and internal and exter-
nal network data flows are 
maintained.

Identify (ID) Detect (DE) Respond (RS)

Security Continuous 
Monitoring (DE.CM)

DE.CM-01: The network is 
monitored to detect poten-
tial cybersecurity events.

DE.CM-07: Monitoring for 
unauthorized personnel, 
connections, devices, and 
software is performed.

DE.CM-08: Vulnerability 
scans are performed.

Incident Analysis
(RS.AN)

RS.AN-03: Analysis is performed 
to establish what has taken 
place during an incident and 
the root cause of the 
incident.

RS.AN-06: Actions performed 
during an investigation are 
recorded, and the records’ 
integrity and provenance are 
preserved.

RS.AN-07: Incident data and 
metadata are collected, and 
their integrity and provenance 
are preserved.

RS.AN-08: An incident’s 
magnitude is estimated and 
validated. Incident Response 
Reporting and Communication 
(RS.CO)

RS.CO-02: Internal and 
external stakeholders are 
notified of incidents.

RS.CO-03: Information is 
shared with designated 
internal and external 
stakeholders.
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08. Automatically Enrich IT Service Management 
Systems and Speed Troubleshooting
When a trouble ticket rolls in - a site reports connectivity issues or a user can’t access the 
network - the clock starts and the hunt for the root cause begins. Enriching trouble tickets 
with relevant end-to-end network paths or network diagrams means you eliminate manual 
troubleshooting efforts. Team members with less historical knowledge of the business can 
easily troubleshoot network issues without the blocker of access to knowledge of the 
infrastructure. 

IP Fabric enhances your IT Service Management systems using the open REST API or our 
pre-built integrations. You can use intent check violations to trigger ticket creation and 
enhancement to speed troubleshooting and ensure effective information sharing.

This will be especially helpful in fulfilling requirements like those set out in the Detect 
function:

DE.AE-06
Ex3: Automatically create and assign tickets in the organization’s ticketing system when 
certain types of alerts occur.

An automatically generated Service Now ticket, 
automatically enhanced with an E2E path from IP Fabric
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Asset Management
(ID.AM)

ID.AM-03: Representations 
of the organization’s autho-
rized network communica-
tion and internal and exter-
nal network data flows are 
maintained.

Identify (ID) Protect (PR) Respond (RS)

Security Continuous 
Monitoring (DE.CM)

DE.CM-01: The network is 
monitored to detect poten-
tial cybersecurity events.

DE.CM-07: Monitoring for 
unauthorized personnel, 
connections, devices, and 
software is performed.

DE.CM-08: Vulnerability 
scans are performed.

Security Continuous 
Monitoring (DE.CM)

RS.AN-03: Analysis is perfor-
med to establish what has 
taken place during an 
incident and the root cause 
of the incident.

RS.AN-06: Actions perfor-
med during an investigation 
are recorded, and the 
records’ integrity and prove-
nance are preserved.

RS.AN-07: Incident data and 
metadata are collected, and 
their integrity and prove-
nance are preserved.

RS.AN-08: An incident’s 
magnitude is estimated and 
validated.

Incident Response Repor-
ting and Communication 
(RS.CO)

RS.CO-02: Internal and 
external stakeholders are 
notified of incidents.

RS.CO-03: Information is 
shared with designated 
internal and external 
stakeholders.

How else does this apply to NIST2.0?
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09. Populate and Validate Network Intent Systems 
for a reliable Network Source of Truth
Use IP Fabric as your observed truth of network state and compare it to your baseline 
intent set in tools like NetBox and Nautobot to ensure accuracy and quick remediation 
when the actual network state drifts from intent. 

Use network assurance to populate these tools from the very beginning, and every time a 
change is made, avoiding the inevitable human error associated with manual processes. 

You can use this to fulfill requirements in the Detect function, such as DE.CM-01, Imple-
mentation Example 4: “Compare actual network flows against baselines to detect devia-
tions.”

How else does this apply to NIST2.0?

Asset Mgmt. 
(ID.AM)

ID.AM-03: 
Representa-
tions of the 
organization’s 
authorized 
network com-
munication and 
internal and 
external 
network data 
flows are 
maintained.

Risk 
Assessment 
(ID.RA)

ID.RA-01: Asset 
vulnerabilities 
are identified 
and documented.

ID.RA-02: Cyber 
threat intelli-
gence is 
received from 
information 
sharing forums 
and sources.

Identify (ID) Protect (PR) Detect (DE) Respond (RS) Recover (RC)

Information 
Protection 
Processes and 
Procedures 
(PR.IP)

PR.IP-01: A 
baseline config 
of information 
technology/in-
dustrial control 
systems is 
created and 
maintained.

PR.IP-10: 
Response and 
recovery plans 
are tested. 

Security 
Continuous 
Monitoring 
(DE.CM)

DE.CM-01: The 
network is 
monitored to 
detect potential 
cybersecurity 
events.

DE.CM-07: 
Monitoring for 
unauthorized 
personnel, 
connections, 
devices, and 
software is 
performed. 

DE.CM-08: 
Vulnerability 
scans are 
performed.

Analysis 
(RS.AN)

RS.AN-01: 
Notifications 
from detection 
systems are 
investigated.

RS.AN-04: 
Incidents are 
categorized 
consistent with 
response plans. 

Mitigation 
(RS.MI)

RS.MI-01: 
Incidents are 
contained.

RS.MI-02: 
Incidents are 
mitigated. 

Improvements 
(RC.IM)

RC.IM-01: 
Recovery 
planning and 
processes are 
improved by 
incorporating 
lessons learned 
into future 
activities. 
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10.  Closed-Loop Automation – trigger remediation, 
validation, and documentation activity
Network assurance, in providing the structured, clean data needed for cloud and network 
automation, as well as the means to automatically validate network state post-change and 
update documentation, can pave the way for strategic business transformation.

Build closed-loop automation flows that remediate issues before they’re noticed by users, 
using intent rules to trigger remediation action in automation tools.

This lets you perform the required Respond function RS.MI-02 Implementation Example 1: 
“Cybersecurity technologies and cybersecurity features of other technologies (e.g., operating 
systems, network infrastructure devices) automatically perform eradication actions.”

Fulfillment 
Implements config. or 
policy change on 
network devices

Assurance
Validation that observed 
inventory, state & behavior of
the network matches intent

Intent 
Represent intended 
state & behavior: 
your Source of Truth

Network
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How else does this apply to NIST2.0?

Asset Mgmt. 
(ID.AM)

ID.AM-03: 
Representa-
tions of the 
organization’s 
authorized 
network com-
munication and 
internal and 
external 
network data 
flows are 
maintained.

Identify (ID) Protect (PR) Detect (DE) Respond (RS) Recover (RC)

Maintenance 
(PR.MA)

PR.MA-02: 
Remote mainte-
nance of 
organizational 
assets is appro-
ved, logged, 
and performed 
in a manner 
that prevents 
unauthorized 
access.

Security 
Continuous 
Monitoring 
(DE.CM)

DE.CM-01: The 
network is 
monitored to 
detect potential 
cybersecurity 
events.

DE.CM-07: 
Monitoring for 
unauthorized 
personnel, 
connections, 
devices, and 
software is 
performed. 

DE.CM-08: 
Vulnerability 
scans are 
performed.

Incident Analysis 
(RS.AN)

RS.AN-03: 
Analysis is 
performed to 
establish what 
has taken place 
during an incident 
and the root 
cause of the 
incident.

RS.AN-06: 
Actions performed 
during an 
investigation 
are recorded, 
and the records’ 
integrity and 
provenance are 
preserved.

RS.AN-07: 
Incident data & 
metadata are 
collected, and 
their integrity 
and provenance 
are preserved.

RS.AN-08: An 
incident’s 
magnitude is 
estimated and 
validated.

Incident 
Response 
Reporting and 
Communica-
tion (RS.CO)

RS.MI-01: 
Internal &  external 
stakeholders 
are notified of 
incidents.

RS.CO-03: 
Information is 
shared with 
designated 
internal and 
external 
stakeholders. 

Improvements 
(RC.IM)

RC.IM-01: 
Recovery 
planning and 
processes are 
improved by 
incorporating 
lessons learned 
into future 
activities.
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Conclusion
IP Fabric’s Automated Network Assurance is a foundational technology to help meet NIST2 
standards.  

Another key capability of the platform is the ability to easily produce reports, diagrams, 
historical information, etc., which is used for planning changes, due diligence for strategic 
IT initiatives, and de-risking the implementation of those projects. These reports and 
diagrams are also the basis for evidence needed for internal audits.  

Companies are spending weeks to months to produce the documentation that IP Fabric 
produces in a single, automated snapshot. 



 About IP Fabric
IP Fabric is a vendor-neutral network assurance platform that automates the holistic discovery, 
verification, visualization, and documentation of large-scale enterprise networks, reducing 
the associated costs and required resources whilst improving security and efficiency. 

It supports your engineering and operations teams, underpinning migration and transformation 
projects. IP Fabric will revolutionize how you approach network visibility and assurance, 
security assurance, automation, multi-cloud networking, and trouble resolution.

Access the demo

Don’t take 
our word for it
See how assurance can transform your 
approach to network management.
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